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Abstract

Nowadays, smart cities are using advanced technologies to control and coordinate
physical, social, and commercial enterprise systems to deliver high-quality services to
their residents while guaranteeing the effective usage of available resources.
Numerous major corporations, as well as government bodies, are involved in the
construction of smart cities because smart city activities also need information that is
obtained from organizations. Blockchain-based technology allows for peer-to-peer
exchanges as a public ledger that maintains records of transactions, smart contracts,
agreements, and shipments without third-party mediators. In the future, smart cities
will be equipped with several innovative technologies, a huge amount of data, a lot of
Internet of Things (loT) devices, and a heterogeneous environment. However, data
processing among 10T devices in futuristic smart cities is a challenging task. In this
paper, the author proposed a blockchain-based big data integrity service framework
for 10T devices data processing in smart cities. The author collected the necessary data
from various resources and applied three experiments to evaluate the key performance
indicators. K-mean algorithm was used to classify the data, and blockchain strategy
was applied to ensure secure communication among IoT devices. The framework was
simulated and tested using 100 devices. The proposed framework allowed 10T devices
to efficiently use information collected from different resources to engage in
operational processes and exchange information.

Keywords: big data, blockchain, smart cities, internet of things, secure
communication

1. Introduction

The vast amount of research on big data analytics, blockchain, and the
integration of both technologies provides many possibilities for smart city
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applications to thrive using these technologies (Karafiloski and Mishev,
2017). The acceptance of blockchains by companies across the globe keeps
growing due to its success and the latest big data innovations have made data
from different sources accessible besides investigation (Alam et al., 2020).

Throughout the world, several cities are trying to become smart cities. Even
S0, its expertise and the system on its use of information by smart cities are
still largely undefined (Alam and Benaida, 2018). Blockchain and big data
growth have played a key role in the efficacy of smart city developments
(Hassani et al., 2019). However, a pertinent question remains: Are the current
technologies capable of achieving a security solution inside the smart cities
that are massively establishing?

Various steps should be considered, besides securing only sustainable
development (Alam, 2020). Internet-connected gadgets like sensors, smart
devices, and cameras making up the Internet of Things (1oT) keep rising
exponentially (Alam, 2017). The trends of big data, blockchain, and smart
cities from January 2016 to January 2021, according to Google Trends, are
shown in Figure 1 (Google Trends, n.d.).

The objective of this study was to create a novel big-data- and blockchain-
based integrated framework for 10T device data processing for futuristic smart
cities. In this article, the author discussed such an integrated approach to
assessing data exchange in smart cities, which helps to share resources across
different unauthenticated environments. This integrated technology allows
smart devices to efficiently use data collected from different resources to
engage in operational processes without requiring access to the main
information.
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Figure 1. Big data, blockchain, 10T, and smart city trends from
2016 to 2021 worldwide
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A recent International Data Corporation (IDC) study predicted that there could
be 41.6 billion 10T-based smart machines, or smart things, by 2025, which
could produce 79.4 zettabytes of information (Shirer and MacGillivray, 2019).
The internet of smart devices is rising exponentially day by day. The number
of loT-connected devices is expected to reach around 22 billion by 2025
(Figure 2) (Lueth, 2018). Blockchain technology could become incredibly
profitable by 2030, making up around 20% of all big data business and
generating approximately $100 billion in annual revenue. This will translate
to over $100 billion in sales yearly (Fedak, 2018).
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Figure 2. 10T connected devices from 2015 to 2025

Blockchain technology is intended to act as a security measure for
decentralized networks. Transactional data and records are circulated,
exchanged, and used to establish a universal repository with all transmissions
among loT devices (Alam, 2019a). This research is as something of a novel
of factors, just in a public, common, and standardized effort to create
consensus and confidence, without all of the mediators of third-party service
providers, in a direct interaction among concerned 10T devices. This grows
steadily as a new batch of transactions introduces additional full blocks. All
of the blocks are directly stored on the blockchain without using a third party.
Big data analytics is a procedure by which high quantities of records are
examined and only helpful data are obtained for further investigation (Chen et
al., 2019).
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Currently, there is no specific method for information collection in smart
cities. The information can be organized, unorganized, or semi-organized.
Information collection, preservation, processing, scanning, transmission,
uploading, accessing, compiling, modification, and protection, as well as the
database, are major problems in big data analytics.

Big data is related to three essential aspects: quantity, wide range, and time.
Users cannot test big data by themselves, but they can read and monitor how
it occurs because users can process large amounts of information.
Consequently, big data mostly involves information that surpasses what
conventional technology is able to process at a reasonable speed and cost.
Blockchain has become a mechanism of storing information to validate and
verify exchanges by consensus between all parties concerned (Alam, 2019b).
The architecture is based on the idea of big data processing and mining that
tracks occurrences. Smart cities utilize infrastructure to enhance information
facilities and people’s capabilities.

Throughout the processing of specific information, such as traffic flow,
electricity consumption, and air quality, smart cities can utilise 10T tools,
systems, and applications (Alam and Benaida, 2019). Figure 3 shows the role
of big data and blockchain in smart cities. In this study, the contributions of
the author are to explore the integration of big data and blockchain
technologies and create a framework in which 10T devices can exchange
processed and valuable data securely. Big data analytics provides valuable
data from the large amount of data stored in big data, and blockchain provides
secure communication among loT nodes.
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Figure 3. Blockchain-based big data analytics framework for smart cities
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In this study, the author gathered data from various resources, stored them in
big data, and used the dataset of the big data. After data gathering, the key
performance indicators were applied and their values were obtained.
Application of big data analytics to mine the data and find valuable
information was then carried out after applying the key performance
indicators. Following the extraction of valuable data, blockchain technology
for secure data transmission among the IoT nodes was then employed.

In smart cities, blockchain and big data play essential roles by continuously
rendering available information and gathered aspects of data processing. This
process functions through interconnection among linked sensors and data
sharing, which involves the internet, wireless connections, and other media.
In general, smart cities utilize 10T tools to capture and easily process
information in testing areas (Alam and Aljohani, 2015a). Wireless
infrastructure devices and embedded apps receive and evaluate data to make
smarter decisions based on information collected from existing resources.

1.1 Advantages of a Smart City
1.1.1 Effective Use of Resources

It is essential to incorporate ideas to improve the monitored use of resource
management with several services, whether they are unavailable or highly
complicated. Through continuing management programs, it becomes easier to
effectively identify and disperse services, thus minimizing the cost or
increasing the use of electricity and resources. Therefore, one essential feature
of smart city systems is the architecture for interconnection and data
processing, which often makes for greater communication between apps and
utilities.

1.1.2 Best Standard of Living
A good standard of living for smart city residents covers improved services
and quality of living. It is the product of increased preparation of

lifestyle/workplaces or sites, improved and simpler infrastructures, and the
provision of adequate knowledge of intelligent decision-making.
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1.1.3 Increased Standard of Visibility and Flexibility

The desire to properly monitor and regulate the features, characteristics, and
technologies of a smart city would improve interoperability and accessibility.
The norm involves sharing information and distributing data. An efficient
smart city would, therefore, increase the accessibility of information for those
concerned. It would encourage cooperation and coordination between
organizations and build smarter city-enhancing infrastructure and apps.

An example is a US administration that, through the pursuit of transparency
and accountability, has gathered and published a wide variety of documents,
articles, and content. Smart energy, smart logistics, smart universities, smart
homes, smart hospitals, smart security, smart buildings, smart transport, smart
learning, smart vehicles, smart hospitality, smart payments, smart business,
and smart governance are applications of smart cities (Figure 4).

Figure 4. Smart city applications

The most well-known example of smart city implementation is seen in Dubai,
where the government is exploiting numerous technological advances, such as
blockchain, big data, and intelligent systems, to make Dubai “the happiest city
on Earth” and the very first city completely driven by blockchain. Almost a
year earlier, the Crown Prince of Dubai revealed that Dubai would be the first
blockchain-based smart city to secure government records by 2021. The
blockchain policy of Dubai is based on three factors: productivity of states,
business growth, and foreign strategic vision. The Smart Dubai Office (SDO)
introduced the Blockchain Project very quickly to enable start-ups to drive
blockchain initiatives. Throughout the Emirates, this development has the
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potential to redefine banking, economic growth, foreign direct money and
transfers among others (Bishr, 2019).

1.2 Previous Studies

The broad data study for 10T and smart cities was discussed by Strohbach et
al. (2011). The findings can be summarized in this article. First, an example
in the smart environment was introduced to demonstrate the connection
between broad-scale information and 10T technology, as well as the high-level
needs for these large computational databases (Strohbach et al., 2015).

Big data and smart urban planning have been highlighted and describe smart
cities equipped with intelligent technologies and networks that utilize big data
based on several situations (Kitchin, 2014). This technology enables smart city
campaigners to track living environments in more secure, efficient, safe,
serviced, inexpensive, and sensitive neighborhoods in actual environments
and provides various modes of public management (Kitchin, 2014).

The concept of 10T and big data for smart cities was introduced by Sun et al.
(2016). Innovative and interconnected cities originated from the vision of
digital technology. The aim was to address the need for culture (sustainability
and renovation). These were introduced to fulfil a need to survive in today’s
world (standard of living) and to plan for the long term (sustainability). This
is also believed to boost living standards, recycling, regeneration, and
balanced urban growth. Some of the goals of developing an intelligent
community are to survive in the present, build a better future, and look at the
past (Sun et al., 2016).

The design of the smart network is described by Alfa et al. (2018) as an
effective connectivity mechanism with other networks. Increased performance
of every device would be needed to make optimal use of usable resources at
low latency for rapid decision-making processes (Alfa et al., 2018).

Big data analytics has been addressed relating to smart governments in future
smart cities, and the topic of efficient governments has been addressed too.
The subject was one of the fields in which the various facets of how smart
governance could be translated into successful governance were studied. Big
data analytics has been applied within businesses and organizations by
increasing the visibility of their business problems through profitability, and
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by delivering support teams. Big data analytics acts as a tool in extending its
current applications (Kulkarni and Akhilesh, 2020).

1.3 Role of Big Data and Blockchain in Smart Cities

Nowadays, the everyday lives of people are set under a digital umbrella,
including their ability to think, real-time social activities, shopping practices,
information searching, photographs, and videos. Around the world, most types
of decision-makers, from business leaders to public officials to scientists and
researchers, want to focus their decisions and choices on information. In order
to find relevant information, a modern big data analytics approach is
developed. Big data analytics is an approach for distilling a large amount of
information down to a specific bit of highly valuable information.

Blockchain technology is a shared database-based type of technology. A
blockchain network is a shared transaction repository between different
networks. An action is loaded in the repository and is recorded as a block in
the chain. A blockchain is a chain among which such blocks have been
formed. A blockchain system would be a permanent centralized knowledge
base, wherein a single time-stamped operation may be inserted and clustered
into a chain of keys. The specification describes many versions of these blocks
that can be stored in and built into a shared database. Through opportunities
for people and businesses, the advancement of big data and blockchains is
increasingly expanding and improving most fields of innovation. The volume
of information generated through 10T devices will play a significant role in
the world of big data. Big data is classified by three components: length, range,
and speed. The ability to analyze and leverage tremendous quantities of 10T
data, such as smart cities, smart transportation, energy consumption, and smart
grids, offers significant potential.

In smart cities, a large number of connected devices are equipped in loT
networks using sensor networks. Different systems receive information from
different sensors and transmit it using a connected sensor network. A range of
connectivity technologies, such as Bluetooth, Wi-Fi, WSN, and wireless
communications, interlink connected devices and machines. The sensor nodes
send and receive information from fully autonomous systems that enable
better compatibility with smart devices to improve the quality of life of the
residents of smart cities.
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2. Methodology

Examining large amounts of information and mining valuable information are
not easy tasks. However, data have been collected and stored for a long time.
Information gathering is generally simpler than extracting the required
information from a large amount of information. Although modern computing
technologies have become quicker than the computing of the 19" century,
collecting information on a grand scale is a challenge for the machines that are
needed for smart cities today. Several successful strategies, such as sampling,
information condensation, density-based framework, grid computing,
reinforcement techniques, and cloud services, have been proposed as solutions
to criticisms of the analysis of a large amount of information (Tsai et al.,
2015).

Information that needs to be examined is abundant and gathered from different
sources of 1oT. However, it is made up of different kinds of information, such
as data collected from sensors, 10T devices, or another connected network.
When the number of sensors and smart devices increases, a large amount of
information is generated by such machines. A small amount of that
information is brief or unusual, providing a reasonable statistic of a device’s
fitness, whereas visual surveillance systems can produce massive amounts of
information through artificial intelligence, for instance, to monitor massive
crowds. It can depend on the connectivity of the nodes and the information
gathered by the 10T devices. Big data analytics could enhance strategies for
data mining and data observation. Big data allows more information to be
analyzed to discover further relevant data, and more data does not
automatically equal more valuable knowledge. This could lead to some vague
and anomalous results.

The K-mean clustering approach, which was used in this study, is a type of
unsupervised machine learning that is able to classify unorganized
information beyond specified clusters. This algorithm involves selecting
categories within the information, including the set of organizations where the
parameter k signifies. The algorithm assigned every piece of information to
one of the k clusters based on specified characteristics. The K-mean cluster
relies upon this concept of range for allocating datasets to the clusters within
the process.

The K-mean approach is a classification technique involved in splitting data
into different groups of a sequence of n objects. The pieces in a group would
be similar and are separated from others in some other groups. Assume & is
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a collection of n things separated into several groups Z. This sums up the
technique as described below.

Step 1: Initialize # and Z as follows.

R={R1, Ro, ...... Rn}
=1, 2o Zk)

Step 2: Classify. Get the Euclidian distance from each £; to k centroid.
Step 3: Assign each &; to the nearest Zi. Find Zi.

Step 4: Convergence. IfZ = (Z1, Z2,...... Zx) remains unchanged for twice
consecutively, stop; otherwise, go to step 2.

Consider the measurement of data that this will accomplish. Below are
essential characteristics, described in the ranking of differentiation: popular
properties are a, b, and c, but d, e, and f are used sometimes (Granville, 2013).

a. The variation will be zero when the variations vi=v,= ... =v, values.

b. A variation becomes symmetry. Each (v, ..., Vi) possible combination
has the same variation to V(vu, ..., Vn).

c. Inany fixed value f, the variation is called fixed-invariant: V(vi+f, ...
Vntf) = V(vy, ... V).

d. A variation becomes restricting if V' (vi, ... vn) < 1.

e. Ifthe fixed value is 1 then the variation for every level value V(f*vq, ...,
f*vi) = V(vy, ..., Vo).

f. A variation through a variety of vector functions like motions, or
projections, is unobservable.

Theorem: The equation V(vi, ... vn) = {O, vi/n}-c(X™, vi/n) describes a
variation that satisfies a and b conditions, while ¢ is a strongly convex
function.

The problem within Hadoop and Maps Reducer is the time spent transmitting
the information when it divides the job into many executive operations that
execute on different machines. All of these factors shift the computation
efficiency issue from the complexity of the algorithms to the spent of
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information exchange or processing power. Interaction implies the duration in
locating inside from a cloud platform or computing resources to memory or
storage devices. The issues are as follows: Why would such transmissions be
optimized? Why will simulations in storage be optimized? Users cannot
depend on an efficient power like variation since no such powers are executed
completely.

Blockchain is a series of blocks (Bruyn, 2017). The size of a block (T) in a
blockchain can be obtained by using Equation 1.

T (in MB) = H (in bytes) + S (in bytes) x No of transactions in that block (1)
where:

H = size of the header
S = size of transaction

Total mining energy (Em) can be calculated by the sum of all connected loT
nodes mining energy (Et) (Equation 2).

Em=3Y", Et(i) @

Time (ti) is taken by a block between interconnected 10T nodes with their
bandwidth (Bn) (Equation 3).

ti= T/ Bn(i,j) ©)

where:
Bn(i,j) = bandwidth between the 10T nodes i,j.
The framework width (W) can be obtained using Equation 4.
W=Max (ti) (4)

The hash is the crypto code of the previous block (Hc) assigned to every block
in the blockchain. The block occurrence (Bo) can be derived through Equation
5.

Bo=Te/Hc (5)

The transactions per second (Ts) held in the blockchain can be calculated using
Equation 6.
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Ts = Bo x Number of transactions in that block (6)

A blockchain can fork if the miners received multiple blocks at the same time.
The probability of a blockchain fork P(F) occurring can be calculated by
following Equation 7.

P(F) =1 - (1+Box Fw) x e — Box Fw (7)

Consider the newly created block BN that is referenced by two previously
created blocks. The BN is placed between these two blocks. Consider that the
block BN is verified by the miners; the time BN(t) is represented as the
verification time calculated by the Poisson process .

Suppose that a is the time taken by the IoT node to compute the transaction
process to the fog network. Therefore, the total time taken by each transaction
to be visible on the network is o+t [9]. Consider that N is the total number of
unverified blocks. The probability of BN in the blockchain and big data is
obtained using Equation 8.

P(BN) = N/(N+ ua) (8)

For example, consider the 5 10T nodes connected with the P2P network with
the mining energy 500, 1000, 300, 700, and 1500, respectively. They can do
transactions in the proposed framework. Suppose that the size of the header is
100 bytes and the size of the transaction is 500 bytes. The 10T nodes in the
framework are five.

Using Equation 2, the block size is calculated.
BS =100 + 500 x 5 = 2600 MB

By using Equation 2, the total mining energy is derived.
Em = Y", Et(i)

=500 + 1000 + 300 + 700 + 1500
=4000

Suppose BS = 1, MB = 1,048,576 bytes. Calculate the total number of
transactions in a block = (BS — HS)/TS.

=1,048,576-100/500
=2096.952
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Eventually, this research has generated new equation — Equation 8 — to better
clarify improved big data analytics with blockchains for smart cities.

Main performance metrics such as mean absolute deviation (MAD), mean
squared error (MSE), root mean squared error (RMSE), and mean absolute
percentage error (MAPE) can be observed in the experiments in the
succeeding section. MAD is the mean variance among the sample points and
the mean that gives the sense of the uncertainty in the information gathering.
The variability of the estimation techniques is called MSE. RMSE is a
commonly applied indicator of the variations among the results expected by
the system or measurement device and the observed values. MAPE is an
indicator of the precision of the forecasting processes. The formulas to obtain
MAD, MSE, RMSE, and MAPE are as follows.

MAD = it iA-F,] 9)
n
sp=2et @t ’ (10)
n
RMSE= /M (11)
n
12k
m
MAPE:TA’ % 100 (12)

where:

A = actual value
F = forecast value

3. Results and Discussion

Big data analytics enables the mechanisms for the seeking, extracting, and
assessing of information committed to enhancing the efficiency of data
transmission in smart cities. It is an approach to extract valuable information
from a large amount of information. A blockchain is a list of cryptographically
secure blocks of valuable information (Alam & Aljohani, 2015b). Blockchains
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demonstrate that confidential activities should always be permitted. Networks
are extremely wvulnerable, but blockchains can use them to do secure
transactions. Blockchains can solve the issue of confidentiality in the lines of
trusted responsibility. Multiple smart devices are connected through wireless
links to each other, and they become smarter as they inform each other that
public networks have become vulnerable. Blockchains provide solutions by
means of sequential and recently discovered information that could be
generated.

3.1 Setup for Experiments
3.1.1 Datasets

A dataset is a collection of input data received from different resources, such
as sensors (different kinds or purposes), 0T devices (smart gadgets), or
physical things. A dataset has multiple files, including sensors, traffic, road,
parking and pollution among others. The dataset used in this article is an
expanded version of the “Multi-source dataset for urban computing in a Smart
City” (Honarvar and Sami, 2019), which has been applied to various resources
from multiple input resources.

3.1.2 Big Data Analytics

Big data analytics is a technique that uses efficient scientific methods to
process, mine, and obtain valuable information from a large amount of
information (either organized, semi-organized, or unorganized) from multiple
resources. Hadoop was used in the experiments.

3.1.3 Blockchain

A blockchain is an excessive collection of records, known as blocks that
become connected through cryptography. Every block consists of a sequence
number including its transaction’s hashing algorithm and transaction
information. After processing, the relevant information will be transmitted to
the blockchain. The blockchain will then create a block of information and
send it to the network. All departments of smart cities are connected in the
blockchain network through which the information will be transmitted to the
relevant department. In this study, Hyperledger was utilized for blockchain
implementation.
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3.2 Analysis of Results

Big data analytics processes a lot of data for different purposes. This study
focused on traffic data received from multiple traffic sensors. MAD, MSE,
RMSE, and MAPE were obtained for the time intervals of 5, 10, 15, .... 60
min. Figures 5, 6, and 7 represent the MAD, MSE, RMSE, and MAPE values
in different experiments on the dataset. MAD is the sum of absolute
differences between the actual value and the forecast divided by the number
of observations. MSE is the sum of the squared errors divided by the number
of observations; RMSE is the square root of the MSE; and MAPE is the
average of absolute errors divided by actual observation values. Tables 1, 2,
and 3 show the three experiments that were carried out to obtain MAD, MSE,
RMSE, and MAPE values.

Blockchain networks need miners for different testing purposes. Initially, two
miners were nominated with 10 transactions and set the block demand for each
miner. Next, five miners with 50 transactions were nominated and set the
demands for each miner. When the demands increase, the possibility that the
miner mines the block also increase. Computational requirements such as
processor utilization, memory management in blockchain, and big data were
evaluated. The findings showed that the processor used for blockchain was
lower than that for the big data. Memory usage varies based on the number of
blocks and transactions. When the number of blocks in the chain increases,
then memory usage also varies. Likewise, if the number of transactions varies,
then the memory usage also varies. Figure 8 shows the memory and processor
usage in blockchain and big data. Figure 9 shows the transmission delay
computation while Figure 10 discloses the memory usage and number of
blocks versus transactions in blockchains.

Figures 11 to 14 shows the performance evaluation of blockchains with 5, 10,
50, and 100 smart devices. Blockchains are aimed at decentralization as a
security measure. Blocks may transmit and communicate information or files,
which make a massive measure with all records occurring in a sector of the
smart city. This is also steadily increasing as a bunch of new files bring in new
full units. Now, a group of 47 Japanese banking institutions are collaborating
with a blockchain group named Ripple to allow cash transactions through
blockchains between bank account holders. The primary goal of this initiative
is to perform real-time transactions at a considerably affordable price. The
Smart Dubai Project is a public-private collaboration to create a sustainable
environment via an outstanding service for all of its residents, as well as an
effective ledger-based, technology-driven city administration.
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Experiment 1

==== Key Performance Indicators (Experiment 1)
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Figure 5. The values of MAD, MSE, RMSE, and MAPE in Experiment 1

Experiment 2
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Figure 6. The values of MAD, MSE, RMSE, and MAPE in Experiment 2
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Experiment 3

Key Performance Indicators (Experiment 3)

—— Linear (Key Performance Indicators (Experiment 3))

5E+14
3.53872E+14
4E+14

3E+14
17172463.17

2E+14
18811490.93 82.7
1E+14

0
-1E+14

-2E+14
MAD MSE RMSE MAPE
= Key Performance Indicators

(Experiment 3) 17172463.17 3.53872E+14 18811490.93 82.7

Figure 7. The values of MAD, MSE, RMSE, and MAPE in Experiment 3
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Figure 8. Memory and processor usage in blockchain and big data
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Figure 9. Transmission delay computation
Memory usage in blockchain
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Figure 10. Memory usage and number of blocks versus transactions in blockchain
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Performance with five smart devices
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Figure 11. Performance evaluation with five smart devices in the network

Performance with 10 smart devices
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Figure 12. Performance evaluation with 10 smart devices in the network
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Performance with 50 smart devices
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Figure 13. Performance evaluation with 50 smart devices in the network

Performance with 100 smart devices
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Figure 14. Performance evaluation with 100 smart devices in the network
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4. Conclusion

Many researchers are trying to integrate smart city solutions with blockchain
and big data to help achieve sustainable development, greater resilience, good
leadership, adequate standard of living, and smart city development
capabilities. Smart cities, blockchain, and big data are three new and essential
approaches. Throughout this research, all terms and a variety of contexts were
discussed, and some statistical inferences were defined for each. Every term
has a variety of features that describe it specifically, given differing meanings.
Depending on these specific features, several major advantages of the data
analysis architecture and development for smart city implementations are
established. In the future, researchers can enhance this research and can use it
in the framework of futuristic smart cities.
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